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Sally Ramage 
 
List of questions 
 
 
1. The interpretation of bioinformation 

 
a. In your view, is the SGM Plus® system, which uses ten STR markers, 

sufficiently reliable for use in ascertaining the identity of suspects in criminal 
investigations and/or criminal trials? NO 

 
2. Sampling powers 
 

a. From whom should the police be able to take fingerprints and DNA 
samples? FROM SUSPECTS OF WHOM THE POLICE THROUGH GOOG 
EVIDENCE ARE STRONGLY CERTAIN OF THE COMMITTING OF THE 
OFFENCE . 

b. At what stages in criminal investigations and for what purposes? AFTER A 
RECORDED INTERVIEW CONDUCTED AS PER PACE.  

c. Should the police be able to request further information from DNA analysts, 
such as physical characteristics or ethnic inferences? NO. 

 
d. Should police expenditure on bioinformation collection and analysis be given 

priority over other budgetary demands? NO. 
 
e. Do you consider the current criteria for the collection of bioinformation to 

be proportionate to the aims of preventing, investigating, detecting and 
prosecuting criminal offences? NO. 

 
f.  In particular: is the retention of bioinformation from those who are not 

convicted of an offence proportionate to the needs of law enforcement? 
NO. 

 
g. Is it acceptable for bioinformation to be taken from minors and for their 

DNA profiles to be put on the NDNAD?NO. 
 

3. The management of the NDNAD 
 
a. Is it proportionate for bioinformation from i) suspects and ii) volunteers to 

be kept on forensic databases indefinitely? NO. 
b.  Should criminal justice and elimination samples also be kept 

indefinitely?NO. 
c.  How should the discretion of Chief Constables to remove profiles and 

samples from the NDNAD be exercised and overseen? THERE IS ALREADY 
TOO MUCH DISCRETION. WE NEED PRESCRIPTIVE CRIMINAL LAW  AND 
LESS COMMON LAW. 



This response was submitted to the consultation held by the Nuffield Council on 
Bioethics on the Forensic use of bioinformation: ethical issues during November 
2006 to January 2007. The views expressed are solely those of the respondent(s) 
and not those of the Council. 
 

 
d. Is the ethical oversight of the NDNAD adequate?  NO. 

 
e. What, if any, research on NDNAD profiles or samples should be permitted? 

NONE.  
 

f. Who should be involved in the oversight of such databases and granting 
permission to use forensic DNA profiles or samples for research? NO-ONE. 
IT SHOULD NOT BE PERMITTED. 

 
g. Who should have access to information on the NDNAD and IDENT1 

databases and how should bioinformation be protected from unauthorised 
uses and users? NO-ONE. THIS INFORMATION CANNOT BE PROTECTED. 

 
h. Should forensic databases ever be made available for non-criminal 

investigations, such as parental searches, or the identification of missing or 
deceased persons? NO. 

 
 
i. What issues are raised by the transfer of bioinformation between agencies 

and countries? PREJUDICE- POLITICAL AND RACIAL.  
j. How should such transfers be facilitated and what safeguards should be in 

place for the storage and use of transferred data? THERE SHOULD BE NO 
TRANSFERS. 

 
4. Ethical issues 
 

a. Is the use of DNA profiles in ‘familial searching’ inquiries proportionate to 
the needs of criminal investigations? ABSOLUTELY UNETHICAL. 

b.  Do you consider the use of familial searching may be an unwarranted 
invasion of family privacy? YES, ABSOLUTELY. 

 
c. Certain groups, such as ethnic minorities and young males, are 

disproportionately represented on forensic databases.  Is this potential for 
bias within these databases acceptable? YES, ABSOLUTELY. 

 
d. Is it acceptable that volunteers (such as victims, witnesses, mass screen 

volunteers) also have their profiles retained on the NDNAD? NO. 
 

e.  Should consent be irrevocable for individuals who agree initially to the 
retention of samples voluntarily given to the police? NO. 

 
f.  Are the provisions for obtaining consent appropriate? NO. 

 
g. Should volunteers be able to withdraw their consent at a later stage?YES.  
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h. Would the collection of DNA from everyone at birth be more equitable than 
collecting samples from only those who come into contact with the criminal 
justice system? NO. WHY? 

 
i. Would the establishment of such a population-wide forensic database be 

proportionate to the needs of law enforcement? NO. IT WOULD CREATE 
PREJUDICE FROM BIRTH. 

 
j.  What are the arguments for and against an extension of the database? 

KINDLY READ MY ARGUMENTS BELOW . 
 

5. The evidential value of bioinformation  
 

a. What should be done to ensure that police, legal professionals, witnesses 
and jury members have sufficient understanding of any forensic 
bioinformation relevant to their participation in the criminal justice system? 
THEY NEVER WILL- THEY COME FROM VARIOUS BACKGROUNDS. 

 
b. How much other evidence should be required before a defendant can be 

convicted in a case with a declared DNA match? MUCH MORE EVIDENCE 
THAT CANNOT BE PLANTED. 

 
c.  Should a DNA match ever be taken to be sufficient to prove guilt in the 

absence of other evidence? NO- PLEASE READ MY ARTICLE BELOW. 
 

6. Other issues 
 

a. Are there any other issues, within our terms of reference, which we should 
consider? YES. Please see below:- 

 
 
THE FORENSIC USE OF BIOINFORMATION – A RESPONSE TO THE NUFFIELD 

COUNCIL OF BIOETHICS 

BY 

SALLY RAMAGE 

 Ethical Issues 

There are indeed ethical issues raised in the forensic use of bio-information in the United 

Kingdom. Bio-information is used in DNA sampling and fingerprinting and the United Kingdom 

police computers hold bio-information on over three million UK citizens. 
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Samples can be collected from crime scenes and compared with those samples taken from people 

who have previously been arrested for a recordable offence and the sample database can be used to 

match samples from crime scenes and also to reveal other information about individuals such as 

their sex, ethnic background and identity of family members. Samples are taken from those 

arrested as well as victims regardless of age or non-criminal background and this raises a number 

of legal issues concerning the interpretation, retention and profiling of bio-information.  

Legal  and Social Issues 

The legal issues raised are those of privacy, confidentiality, sharing of information and informed 

consent. It brings fear of profiling as was done by Caesare Lambroso (1885-1909) who published a 

book in1876 titled “The Criminal Man”.1

According to Lambroso’s theory of criminal anthropology, the physical characteristics of a born 

criminal are:- 

*Deviation in head size. 

* Asymmetry of face. 

* Excessive dimensions of jaw and cheekbones. 

* Eye defects. 

*Unusual size ears. 

* Twisted, flattened or upturned nose. 

* Fleshy, swollen lips. 

* Pouches in the cheeks. 

* Peculiarities of the palate. 

* Abnormal teeth. 

* Receding chin. 

* Abundance of wrinkles. 

 
1 See also Bernard and Vold (1886); Dr Francis Joseph Gall (1828);Gross (1924); Ellis (1929); Wulffren 
(1935);Fosbroke (1938); Adelson (1974);Dickman(1977);DeHaan (1997); 
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* Hair anomalies. 

* Defects of the thorax. 

* Inversion of sex characters of the pelvic organs. 

* Long arms. 

* More fingers and toes than normal. 

*Asymmetry of cranium. 

 

What is happening today is not as far fetched as Lambroso’s theory but just as dangerous. Today, 

there is the Academy of Behavioural Profiling, www.profiling.org. This United States organisation 

is the only one to have ethical guidelines specifically designed to professionalize criminal 

profiling2 published in 1999.Criminal profiling is generally accepted as a tool used in the 

investigative process for the identification of suspects, not specific offenders.3 The important point 

is that profiling cannot be used in court except as expert evidence relating to areas of specialized 

knowledge such as victimology, offence planning, modus operandi4, motive, foresight and issues 

relating to offender identity. The problem here lies in the issue of expert evidence being merely 

opinion evidence. The expert is usually a licensed psychologist in the area of criminal profiling 

and not in a general psychology area. The scientific basis of this expertise and testimony must be 

sound and must stand up to questioning. Where inductive statistics and research are offered, they 

                                      
2 A criminal profile is a report that describes the relevant and probative characteristics of the offender responsible for a 
particular crime, or a series of related crimes based on a crime analysis. A criminal profile has not been defined in the 
UK but the FBI’s definition of a criminal investigative analysis is “an investigative process that identifies the major 
personality and behavioural characteristics of the offender based on the crimes he or she has committed”. 
3 In the United States, court decisions reveal it to be neither a science nor a valid tool for courtroom identification 
purposes, since it has been proved to be more prejudicial than probative. See California v Miles [1999]No.FSB 09438, 
January 6, 1999. – minimal probative value of criminal profile report; Oregon v John Dunn [1999] 10-97-0220;CA 
A98958, May 12,1999 - expert testimony not relevant for purposes of showing Mr Dunn committed charged crimes; in 
New Jersey v Fortin [2000] No A-95/96-98, Nov 29,1993 (627 So.2d 1373),Justice Long decided that the expert 
profiler, Hazlewood, was not qualified as an expert in the area of linkage analysis and that his testimony was not 
reliable and therefore inadmissible. 
4 The criminal profiling analysis of similar modus operandi behaviour for a rape includes high-risk crimes, crimes 
committed impulsively, female victims, victims alone,assaults,motorway  crimes, committed at night, fist and nose 
assaults-no weapons, demonstrations of anger. Similar modus operandi behaviour is not to be confused with similar 
fact evidence in UK courts, where section 101(d) Criminal Justice Act 2003 allows the accused’ previous convictions 
and other misconduct to be taken into account. See also DPP v Boardman [1975] AC 421. 

http://www.profiling.org/
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should be rigorously questioned against the scientific method. The expert profile must be non-

speculative and fair and unprejudiced for it to be usable in a court of law. The only other role of 

profiling is police intelligence and this is where the problem lies because police have lack of 

restraint in what information is put together in a computer database, hard evidence, hearsay, soft 

information and circumstantial information, mixed up to produce concrete paper reports, easily 

given prominence as concrete evidence. 

There are however, already accepted characteristics of persons whom criminologists term 

psychopaths, which are being used by mainstream UK criminologists as a matter of course today. 

These stem primarily from original research by J.C. Pritchard in 1835, who coined the term “moral 

insanity” and these characteristics were later implied to be purely from a biological predisposition, 

rather than environmental.5

The now accepted clusters of characteristics that determine a psychopath are as follows:- 

• Callous lack of empathy. 

• Conning/manipulative. 

• Criminal versatility. 

• Failure to accept responsibility for actions. 

• Glibness/superficial charm. 

• Grandiose sense of self-worth. 

• Impulsivity. 

• Lack of remorse or guilt. 

• Poor behavioural controls. 

• Early behavioural problems. 

• Irresponsibility. 

• Juvenile delinquency. 

 
5 See Toch (1979); see also Hare (1996) 
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• Lack of realistic long-term goals. 

• Many short-term marital relationships. 

• Need for stimulation. 

• Proneness to boredom. 

• Pathological lying. 

• Parasitic lifestyle. 

• Promiscuous sexual behaviour. 

• Revocation of conditional release from prison. 

• Shallow effect. 

This set of behaviour measures and inferred traits means that all corporations and most of the 

UK population are psychopaths, if these measures are taken seriously, which they are. What is 

most disturbing is that such profiling is being used to determine cyber-patterns on the internet 

and such profiling is heavily inductive since information is used from speculative media 

reports and anecdotal observations.6 In such profiling, police treat the victims as being the 

computers, except when the computer was targeted because of its owners. 

Abuses of human rights through profiling 

Article 6 of the Human Rights Convention states: 

“(1) In the determination of his civil rights and obligations or of any criminal charge against him, 

everyone is entitled to a fair and public hearing within a reasonable time by an independent and 

impartial tribunal established by law. Judgment shall be pronounced publicly but the press and the 

public may be excluded from all or part of the trial in the interest of morals, public order or 

national security in a democratic society, where the interests of juveniles or the protection of the 

private life of the parties so require, or to the extent strictly necessary in the opinion of the court in 

special circumstances where publicity would prejudice the interests of justice. 

 
6 See Casey (2000) 
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2. Everyone charged with a criminal offence shall be presumed innocent until proved guilty 

according to law. 

3. Everyone charged with a criminal offence has the following minimum rights: 

 (a) To be informed promptly, in a language which he understands and in detail, of the 

nature and cause of the accusation against him; 

 (b) To have adequate time and facilities for the preparation of his defence; 

 (c) to defend himself in person or through legal assistance of his own choosing or, if he has 

not sufficient means to pay for legal assistance, to be given it free when the interests of justice so 

require; 

 (d) to examine or have examined witnesses against him and to obtain the attendance and 

examination of witnesses on his behalf under the same conditions as witnesses against him; 

 (e) to have the free assistance of an interpreter if he cannot understand or speak the 

language used in court.” 

A criminal charge depends on the application of the three criteria described by the Court of Human 

Rights in Engle v Netherlands7. These criteria are the categorization of the allegation in domestic 

law; the nature of the offence and the severity of the penalty attached to it. Article 6 contains 

implied rights of access to the courts, right to be present at an adversarial hearing, right to equality 

of arms, right to fair presentation of the evidence, right to cross examine and right to a reasoned 

judgment. It is to be noted that the largest number of applications to the European Court of Human 

Rights concern Article 6 and the use of bio-information may fall under the right to a fair trial. 

The use of bio-information may also fall under the right of respect for private life and family under 

Article 8. Article 8 of the Convention states: 

“ 1. Everyone has the right to respect for his private and family life, his home and his 

correspondence. 

 
7 [1976] 1 E.H.R.R.647 
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   2. There shall be no interference by a public authority with the exercise of this right except such 

as is in accordance with the law and is necessary in a democratic society in the interests of national 

security, public safety or the economic well-being of the country, for the prevention of disorder or 

crime, for the protection of health or morals, or for the protection of the rights and freedom of 

others.” 

In Pretty v United Kingdom8, the Court of Human Rights gave this meaning to ‘private life’- 

“ the concept of ‘private life’ is a broad term not susceptible to exhausting definition. It covers the 

physical and psychological integrity of a person. It can sometimes embrace aspects of an 

individual’s physical and social identity. Elements such as, for example, gender identification, 

name and sexual orientation and sexual life fall within the personal sphere protected by Article 8. 

Article 8 also protects a right to personal development, and the right to establish and develop 

relationships with other human beings and the outside world. Though no previous case has 

established as such any right to self determination as being contained in Article 8 of the 

Convention, the Court considers that the notion of personal autonomy is an important principle 

underlying the interpretation of its guarantees.” 

Article 8(1) includes the right to conduct one’s life in a manner of one’s choosing, and so some of 

the criteria for criminal profiling would fall- such criteria as “many short-term marital 

relationships” and “Promiscuous sexual behaviour” and even “hair anomalies”, as when a black-

skin person colours their hair blonde. A public authority, such as the police is, will therefore 

breach Article 8(1) when it interferes outside a person’s home or private premises if that authority 

affects an individual’s reasonable expectation of privacy. As to the right of respect for family life, 

ECHR caselaw gives no precise definition but the existence of family life depends on proving that 

there is a sufficiently close family tie. But if an authority can prove that such interference is in 

accordance with the law, that it is for the purpose specified in Article 8(2) and that such 
 

8 [2002] E.H.R.R 1. See also X and Y v the Netherlands [1985] 8 E.H.R.R 235 and Mikulic v Croatia, February7, 
2002; B v France[1992] 16 E.H.R.R 1; Burghartz v Switzerland [1994] 18 E.H.R.R. 101; Dudgeon v United Kingdom 
[1981] 4 E.H.R.R 149; Laskey, Jaggard and Brown v United Kingdom[1997] 24 E.H.R.R 39;  
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interference is necessary and appropriate, it will not have acted in breach. Article 8 is relevant to a 

wide range of police activity such as information gathering. 

 

Criminal profiling can breach Article 14, freedom from discrimination. Article 14 states: 

“The enjoyments of rights and freedoms set forth in this Convention shall be secured without 

discrimination on any ground such as sex, race, colour, language, religion, political or other 

opinion, national or social origin, association with a national minority, property, birth or status.” 

Article 14 will be violated9 when an act of discrimination falls within the ambit of another 

Convention Article; when there is a difference of treatment in comparison to other persons in an 

analogous situation and if there is a failure to justify that discriminatory difference of treatment. In 

criminal profiling, the characteristics, deemed to profile a criminal as per Lambruso, i.e. deviation 

in head size, asymmetry of face, excessive dimensions of jaw and cheekbones, eye defects, 

unusual size ears, twisted, flattened or upturned nose, fleshy, swollen lips, pouches in the cheeks, 

peculiarities of the palate, abnormal teeth, receding chin, abundance of wrinkles, hair anomalies, 

defects of the thorax, inversion of sex characters of the pelvic organs, long arms, more fingers and 

toes than normal, asymmetry of cranium- would violate Article 14, European Convention of 

Human Rights. 

Police and Criminal Evidence Act 1984 

Section 78 of the Police and Criminal Evidence Act allows evidence to be excluded. Also, 

Kumura, son of Kaniu v The Queen [1955] AC 197, Lord Goddard said 

“  the test to be applied in considering whether evidence is admissible is whether it is relevant to 

the matter in issue. If it is, it is admissible, and the court is not concerned with how the evidence is 

obtained While this proposition may not have been stated in so many words in any English case 

 
9 See Belgian Linguistic Case (No 2)[1968] 1 E.H.R.R.244 
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there are decisions which support it, and in their Lordships; opinion, it is clearly right in 

principle.” Thus, the case for UK common law discretion. 

Profile Reports as evidence 

We must never forget that criminal profiling, assisted even by bio-information, is not a science, 

much less an exact science, and we must not accept it for the momentum it has acquired. Human 

rights are at stake. 

Although there are no specific time periods by which  primary initial disclosure must be made by 

the police under the Criminal Procedure and Investigations Act 1996, disclosure must be made as 

soon as practicable so as not to violate Article 6 Human Rights Convention. The Criminal 

Procedure and Investigations Act 1996 is concerned with the disclosure of material which is 

obtained during the course of a criminal investigation  and which may be relevant to the 

investigation. Material may be in any form and should be widely interpreted and applies to any 

material coming to the knowledge of officers involved in the case in any stage of the investigation. 

It was held in R v Bourimech10 that when disclosure is not made within a reasonable period, the 

case against the accused may be lost. In the case R v Bourimech, the prosecution disclosed 

contents of a report one day before the trial was due to commence. 

As to bio-information evidence in fingerprints, the United Kingdom law is  that a person can 

consent to having his or her fingerprints taken at ant time, and the law deals with occasions when 

such consent is not given in section 61 Police and Criminal Evidence Act 1984. Under section 

61(3), fingerprints of a person detained at a police station may be taken without that person’s 

consent in only two circumstances:- 

1.Where an officer of the rank of inspector authorizes them to be taken; or 

2. Where the person has been charged or reported for a recordable offence and the person’s 

fingerprints have not already been taken in the course of the investigation of the offence by the 

 
10  [2002] EWCA Crim 2089 
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police. Under section 61(4), an inspector can give authority for fingerprints to be takenonly if he or 

she has reasonable grounds  for suspecting that the person is involved in a criminal offence and for 

believing that the person’s fingerprints will tend to confirm or disprove his or her involvement. 

The inspector’s authority may be given orally or in writing, but if given orally, , he or she must 

confirm it in writing as soon as is practicable, according to section 61(5) PACE. The Criminal 

Justice and Police Act 2001 allows fingerprints of those persons  not convicted to remain in the 

police database but such fingerprints must only be used for purposes related to the prevention and 

detection of crime, the investigation of any offence or the conduct of any prosecution. 

With regard to DNA samples as bio-information evidence, the case of R v Deen11, illustrates that a 

positive match between two profiles does not necessarily provide comparable proof of guilt and 

the courts have made it clear that DNA evidence alone will not be sufficient to secure a conviction. 

PACE Code of Practice Code D provides the definitions of intimate and non-intimate samples. As 

to intimate samples of bio-information, the definition of an intimate sample isa sample of blood, 

semen or other tissue fluid, urine or pubic hair; a dental impression; a swab taken from any part of 

a person’s genitals or from a body orifice other than the mouth. The definition of a non-intimate 

sample is a sample of hair, other than pubic hair, which includes hair plucked from the root; a 

sample taken from a nail or from under a nail; a swab taken from any part of a person’s body 

including the mouth but not any other body orifice; saliva; and a skin impression or any record 

other than a fingerprint, which is a record of a skin pattern and other physical characteristic or 

features of a person’s foot or any other part of their body. By section 63 A, PACE, a constable 

may require a person to attend at a police station to have a non-intimate sample obtained. Section 

62 PACE sets out police powers in relation to intimate samples and the circumstances under which 

they may be obtained. 

 
11 The Times, 10 January, 1994. 
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The Serious Organised Crime and Police Act 2005 has extended the definition of an 

intimate sample to beyond a body orifice. The European Union has measures by 

which police databases are shared among member states. The mixture of hard and 

soft information on police databases makes for a very volatile potion. ENDS 

 
  


