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consumer age. 
 
 
Preamble. 
 
The Humanist Society of Scotland is pleased to respond to this consultation as the leading 
secular humanist institution in Scotland.  The HSS believes that bioethics is a pivotal area of 
human discourse, especially in this modern age of technological innovation and healthcare 
development. It could be argued that the ethical stance regarding medicine and technology is 
clear cut. No right-minded observer could be against progress in this field and that what is 
unfolding is inevitable and unpreventable, particularly a propos of market forces.  However, 
the issues raised by medical profiling and online medicine are fundamental to our humanist 
involvement with healthcare in the community, in that the potential for ethical discourse 
around the issue of human autonomy and consumer rights, highlights principles of fairness 
and equity in our social culture. The HSS recognises that the ethical content of our response 
to the Nuffield Consultation will translate into primarily regulatory and code of conduct 
reforms. The welfare of the patient and consumer is our prime humanist objective, an ethical 
stance expressed in The Golden Rule. Where the welfare of the individual is invested in 
international laws regarding bioethics the HSS supports completely and without reserve 
international bodies and legislation who seek to build ethical principles into personalised 
healthcare in a consumer age. Our Recommendations are mostly aimed at improving the 
market and strengthening consumer safeguards. This is their ethical content and message.. 
 
The Working Party’s terms of reference seek to identify the ‘ethical, legal, social and 
economic issues that arise in the application of new health service and medical technologies’   
This is an extensive remit. We will focus on the ethical and social aspects.   In particular our 
concern is with the implications of benefit and harm from personalised health services, such 
as electronic health records, online drug purchases, body imaging and DNA profiling. The 
quality and validity of the services, as well as regulation and the supply of information, are 
central to our humanist response.  ‘Body shopping’ is a phrase that sums up succinctly the 
commercialisation of biotechnology. Any uncritical approach to the market developments in 
this sphere of commercial enterprise is a disservice to the Scottish public. The implications 
and impact of such services offered by private providers are serious, in particular with the 
tensions arising from the contrast between rising expectations for bespoke care and the 
obligation to deliver health care for everyone from the NHS. Also, control of website content 
is worryingly minimal.  Information delivered there can be and frequently is unreliable if not 
downright misleading. 
 
Our approach is pragmatic. There are valuable goods to be garnered from the 
commercialisation of healthcare technologies. New health and medical technologies can 
deliver clear benefits in terms of individualised and reliable services. It is important for 
humanists that choice is available for consumers. Regulatory systems are equally important 
to prevent fraud, misinformation and damage, so our support for market forces comes with 
the obligatory health warning, or caveat emptor. Within the free market versus state provision 



 

of care there is a case to argue relative to the relationship between poverty and negative 
benefice, a connection that is essentially ethical. Open access to new healthcare 
technologies can be a chimera if unbridled market forces are allowed to service the high 
income end of the social spectrum at the expense of low income consumers shut out from 
the benefits.  Equally if consumers are ‘consumed’ by slick advertising and other commercial 
devices then the healthcare market is distorted in favour of the pharma industries. Also 
humanists consider the potential capture by corporate interests of these markets. We would 
look for an agenda that is socially orientated and redistributive. Just as important is the 
validity and reliability of the product(s) on offer, particularly with slack online regulatory 
practices. Given that the NHS is heavily regulated and relatively inflexible as a non-profit 
institution, the attraction of online services is obvious, especially for the slack regulatory 
practices which guarantee rapid delivery of these services at the right price but with all the 
dangers of unproven quality of merchandise and false advertising. 
 
 Online diagnosis as a part of the right of individuals to assess their treatment options also 
carries the conflict of interest regarding the role of drug companies and doctors. To lower the 
costs of selling drugs pharmaceutical companies could use leading search engines in order 
to guide and limit patient choice. Doctors in some cases could receive income from a drug 
company for referring patients to certain online sites. The alternative medicine market is fast 
becoming a substantial revenue earner. Consumers are bombarded with advertising on this 
media, so that the practice becomes stilted in favour of the supplier. The validity of 
information and dubious selling practices means that the merchandise freely available does 
indeed vary in quality and accuracy. The Consultation Paper notes this, citing the misleading 
and even incorrect content of many lifestyle and health books and magazines (p5).  
 
The HSS believes that there ought to be more regulatory machinery set up for medical 
profiling and online medicine in order to guard the public against risk and unfair competition 
between state provision and highly profitable market forces. Personal responsibility for 
keeping well entails untrammelled access to medical diagnosis coupled with the autonomy 
and expectations of the individual. To access diagnostic and treatment directly without the 
frequent delays experienced within the NHS is an important corollary of one’s autonomy in 
medical care. A precondition of this autonomy is an understanding of the nature of what is a 
commercialising and consumerist process, on the part of the customer. There ought to be an 
expansion of this awareness directed by the media and public information services. Whilst 
there are safeguards and NGOs such as the Office for Fair Trading, and the Human Genetics 
Commission as well as legal directives and consumer oversight charities, nevertheless there 
has to be a tightening up of these watchdog devices, often supine in the face of rapidly 
developing and changing technology and commercial initiatives in medical provision.  
Pharmacompanies should be obliged to contribute a part of their profits to financing 
regulatory bodies and watch services, in the form of a levy linked to the growth of such 
profits. This levy can be voluntary but there must exist compulsory clauses if necessary to 
enforce a social liability tax on online traders in medicare. 
 
If patients in the UK are increasingly expected to become decision-makers responsible for 
their health within the prevention context, then the scope and limits of self-diagnosis and 
treatment are vital parameters of this process. If indeed the online information about health 
products and practices are erroneous or difficult to interpret, then risk taking and risk 
assessment are necessary aspects of a volatile and at times fluctuating environment which 
can generate consumer uncertainty. Accessing and using healthcare out with the NHS (or 
even within the NHS) also challenges the real autonomy of users of healthcare who lack the 
right information and safeguards. Of course humanists are aware of the distributive principle 



 

of preference utilitarianism, in which the satisfaction of preferences, in this instance of the 
choice to go online and purchase medical care individually tailored, is healthcare as a 
consumer good. The question: Is this development on balance desirable? will depend on the 
consequences, positive and negative. Consequentialism as a framework for ethical and 
moral judgement is a philosophical position favoured by many humanists. The welfare 
principle is a helpful calculus here: foreseen consequences depend on maximising the 
opportunities for the necessary calculation of the action. Pressures militating against an 
informed judgement include time and knowledge when the pace at which medicine and 
medical technology is too fast to make a viable and informed choice. Medical products and 
services as a consumer good also raise the question of who picks up the tab when mistakes 
are made. The consequences of ‘going private’ so to say, can end with the NHS footing the 
bill by having to take patients whose heath has been damaged by the wrong decisions and 
purchases within the marketplace. On balance the positive consequences of purchasing 
health as a commodity outweigh the negative outcomes provided that the purchaser of health 
care as a consumer good can afford to and is commercially educated. The rub is to what 
extent the purchaser can objectively assess the quality of the purchase and the risk involved. 
Autonomy and freedom of choice come at a price: preference utilitarianism is after all a 
modern version of consequentialism. 
 
Medical ethics as mainstream orthodoxy contains a bias towards institutional practices in 
which individuals are not at liberty to enter into contracts that provide medicine on demand.  
The welfare state provides the lion’s share of medical care in the UK and the NHS attracts 
the criticism that it is a restrictive practice for health professionals in which the consumer as 
patient is at a disadvantage. Health paternalism can restrict the free choice, an ethical factor, 
of patients and users of the NHS. But equally the free market could be seen as breaking 
down the barriers to autonomy of the user of health care. On the other hand both the state 
and the private suppliers of health care may argue that beneficence takes priority over 
autonomy, and so combine to restrain the freedom of choice of the patient. If these are 
ethical conflicts of interest then humanists would champion more open lines of 
communication and transparency as a resolution of the conflict, as well as continuing debate 
on the efficacy of both versions of health care provision and thinking. 
 
Civil liberties, equality and diversity legislation, anti-discrimination laws, all of these issues 
interact within the larger scope and impact of personalised health care in a consumer age. 
The HSS involves itself with such concerns, particularly in a changing environment of 
technical and cultural developments. We are concerned about deregulation and the looser 
kinds of health care commerce, so that health care as a consumer good with its potential to 
limit as well as improve the quality of online access to heath resources can be viewed as a 
human right open to abuse. Technology is an open door but also a trap for the unwary and 
those poorly equipped to take advantage of it. 
 The way in which online practices are exclusive in certain respects concerns humanists. If 
we are accustomed to being part of a healthcare system that is predictable and reassuring 
then the vagaries of online consumer medicine may well deter those less confident in using 
the technology. Relying on the expertise and abilities of NHS practitioners, particularly with 
diagnosis and cure, may well ill-equip us for the online experience of choice and personal 
judgements. How much choice does a consumer have when a significant proportion of the 
population is effectively barred from taking advantage of the internet? The ethical principle of 
justice is put under the spotlight. Given that the use of electronic systems for transmitting 
health information, such as with DNA profiling, is essential for the improvement of public 
heath, humanists would argue that the provision of low-cost or even loaned computers for 
poorer users could help to reduce disparities of access and benefit from online medicine and 



 

the health care market. Likewise with the consumer who engages with online health care and 
fails to benefit. An example would be the situation where a patient refuses chemotherapy for 
breast cancer and places her ‘faith’ in internet products such as vitamins. The subsequent 
failure of this action must leave the door open for the consumer to take up the first option. It is 
an ethical moment as part of the moral calculus of the advantages and drawbacks of the 
online system of consumer choice. Equally when many DNA profiling and body imaging 
services are paid for privately by the individual. Who pays? is the question addressed in the 
Consultation Paper (p.5), proffering the dilemma of the patient who receives the bad news of 
a positive finding and seeks publicly funded services for follow-up diagnosis and treatment. 
‘Should public services be expected to fund such follow-up?’ (p5)  Some might believe that 
funding should be provided only for certain conditions and for certain criteria.  
 
The complexities and ethical controversies embodied in the seven areas of the Consultation 
Paper will be the central concern of the following responses by the HSS. Ethics and 
consumerism are part of the modern human condition in health care. A secular bioethics 
embodies respect for the autonomy of the person and for freedom of choice. Human agency 
in a world determined by consumerist values is at the heart of our critique of certain 
commercial imperatives in the marketplace which dehumanise the vulnerable and the weak. 
Online technology and self-diagnosis are formulations of the principle of empowerment which 
humanism embodies.  It is better in our opinion that consumers are enabled by all means 
available to them to be well informed and capable of sensible and insightful choices when it 
comes to accessing and using online facilities and products. The ‘care’ notion in this 
perspective is double-edged, in that the consumer takes care in her transactions in order to 
gain care of various kinds. The instrumental nature of modern technology in this respect 
promises a rewarding health resource provided that bioethical and all other safeguards are in 
place during the transaction. Health care as an ethical good is a concept we will argue for 
and support in our response to this Consultation. We consider that the following categories 
go to the essence of the issue of new health and medical technologies and are pleased to 
channel our responses accordingly. 
 
Electronic health records. 
 
In terms of the advantages of reducing healthcare costs, of improving quality of care and of 
promoting evidence-based medicine, EHRs play a positive role in the NHS and other 
healthcare areas.  They cover patient demographics, medical histories, medicine and allergy 
lists including immunisation status and laboratory test results, radiology images, advanced 
directives and more. They represent the acme of electronic storage that can empower doctor 
and patient relationships, and with the right controls can also be used by individuals who wish 
to access private suppliers of these online facilities, such as Google Health and Microsoft 
Health Vault Records. EMRs can be continuously updated. The ability to exchange records 
between different EMR systems ("interoperability") would facilitate the co-ordination of 
healthcare delivery in non-affiliated healthcare facilities. In addition, data from an electronic 
system can be used anonymously for statistical reporting in matters such as quality 
improvement, resource management and public health communicable disease 
surveillance.These companies persuade the public that by using these facilities they will be 
able to manage their own health information. The drawbacks include the difficulty in adding 
older records, long term synchronisation, hardware limitations, and costs of expanding the 
systems to all health care users.   The HSS believes that the issue of privacy in electronic 
healthcare delivery is an ethical concern of the upmost importance. 
 
 Privacy 



 

Privacy concerns in healthcare apply to both paper and electronic records. A surprisingly 
large number of people can be involved along the chain (from doctors and nurses to 
technicians and billing clerks) that have access to at least part of a patient's records during 
hospitalization. The parallel with secure data breaches at banks and from government data 
bases. Recent revelations of "secure" data breaches at centralized data repositories, in 
banking and other financial institutions, have caused concern about storing electronic 
medical records in a central location. Records that are exchanged over the Internet are 
subject to the same security concerns as any other type of data transaction over the Internet.  
European directives protect the processing and free movement of personal health data that 
includes non-digital and electronic data.  Clinical data standards are promotable and 
desirable in the UK health care system, particularly those linked to clinical data standards 
and their use patient based record systems.  Online and market place privacy standards also 
need the safety net and shield for the unwary and uninformed consumer. Humanists support 
rules on the use, disclosure and collection of personal information. However, the threat to 
privacy engendered by networks should be a concern. There should be accountability for all 
of the groups and interests involved, such as doctors, patients, office staff and also insurance 
companies 

 

. Accountability is important and necessary among all the parties that are involved in the 
processing of electronic transactions including the patient, physician office staff, and 
insurance companies. There has to be a decisive move in the mindsets of all of the parties 
involved in the work of privacy and guarding the safety of electronic health records. 
Standardized formatting of data electronically exchanged is another way of securing EHRs. 
In the private sector the ability to sell these services depends on the credibility of the 
safeguards and risk elimination to satisfy consumers willing to pay for them. The same values 
should apply to the public healthcare sectors.  

 

Recommendation 1.  The UK legislature and the electronic industry should work 
together to standardize formatting of data electronically exchanged coupled with 
bringing into governmental legislation security and privacy practices in the 
commercial online sector 

 

Recommendation 2    Government and the online merchandising industry should co-
operate to set guidelines and standards that all healthcare organizations will have to 
comply with in regards to electronic health transactions. 

 

Recommendation 3    Clear rules and practices should be put into place for access, 
authentications, storage and auditing, and transmission of electronic medical records. 
. 

Online drug purchases 



 

The growth and availability of drugs over the internet raises a number of issues that concern 
humanists in Scotland.  Certain sites offer prescription drugs without a physical examination, 
others sell prescribed drugs without a prescription, and some sell drugs not approved by the 
appropriate government agencies. Across borders and therefore free of the jurisdiction in 
some cases of national agencies, the dosages and brands are often different from country to 
country.   There is also no guarantee that drugs sold online are safe. They may come cheap 
but often with no guarantee that the product is genuine.  Without a registered pharmacist to 
answer customers’ questions some sites can sell bogus drugs that are diluted and 
dangerous. The Internet gives unscrupulous individuals the opportunity to advertise and sell 
prescription drugs illegally and to buyers ignorant of what is being perpetrated on them. 
Competition online means that inducements familiar in all other spheres of buying and selling 
will be common and effective when the customer, by shopping about, is lured towards the 
bargain end of the market. Like illegal drugs and narcotics, there exists a free market for 
prescription drugs that is not always above board or legitimate. 

 The shape and workings of the pharmaceutical industry are being changed by online selling, 
and safety regulations need to be tightened. Prescription drugs sold online with a virtual 
stamp of approval by so-called "doctor's consultation," can be dubious, with the risk of 
misdiagnosis. The poor, the elderly and the ill are more likely to gamble with online 
medication and drug purchasing. As a social phenomenon, online drug buying is increasingly 
skewing the market away from regulatory and safety controls and towards a market with a 
potential for increased harm and long term damage. 
. 
 
The Humanist Society of Scotland is mindful of the need for consumer choice and flexibility of 
product marketing but weighs the benefits and gains of online drug purchases against the 
impact of poor practices and fraud on individuals who are misinformed and vulnerable. 
Sensible precautions as well as increased education of various target groups, for example, 
the young and the elderly, about online drug buying, could parallel similar supervision of 
pornography sites. These are stringent tools for what is an urgent ethical issue: the use of the 
Internet to seduce and exploit certain groups in society for monetary gain. There is an 
element of corruption, bodily and emotionally as a very real danger and process of human 
beings caught up and deceived by the economic inducements of the online drugs industry 
seeking to save costs and cut corners in a time of economic cut backs. Advantage seeking is 
always an ethical issue when it promoted unethical and morally suspect consequences. 
Humanists defend a life stance explicit in its moral condemnation of those market forces that 
effectively commodify and reify the human need for healthcare. Such processes, especially 
when engendered for commercial profit, are dehumanizing. 

 
 
Recommendation 4       A set of guidelines for consumer protection in the buying and 
selling of prescription drugs and medical products online must be agreed on and 
circulated widely. Awareness raising in schools and in the media about the dangers of 
commerce without ethical restrictions are a corollary of these consumer protection 
instruments. 
 
Recommendation 5   The online drugs industry must increase urgently the self-
regulatory machinery and protocols for best practice and consumer protection. 
 



 

Recommendation 6   There must be a tightening of the legal requirements and 
licensing, as well as regulatory supervision by government agencies in the UK, of all 
online transactions. 
 
Recommendation 7    Intergovernmental and international agreements and controls of 
the internet provision of drugs must be expanded, with the World Health Organisation 
and national drugs agencies and law enforcement bodies 
 
 
 
Body imaging and DNA profiling 
 
There are issues common to both body imaging and DNA profiling, such as the play of 
information prior to and following the use of the services, their quality and validity, and the 
regulation required to enforce health and safety and proper use. For humanists it is crucial 
that the ethical issues entailed in and determined by body imaging and especially DNA 
profiling are highlighted and debated. 
 
The HSS is aware that there is insufficient evidence about the efficacy of computer 
tomography scans, so that this in itself ought to frame any approach to judgements about the 
cost-effectiveness of such equipment for tackling and limiting diseases. There can be levels 
of harm, quite significant in some cases, where, unlike the NHS, body imaging procedures in 
the private sector lack regulatory safeguards for their provision and use in the UK. The 
central concerns are linked to levels of radiation dosages needed for these machines to 
perform their task, as well as the identification of benign abnormalities which can mislead a 
diagnosis and produce further superfluous and sometimes harmful investigations. Such 
errors occur in the NHS but it is the more worrying lack of regulatory rigour in the non-state 
provision of CT scanning that is worrying. 
 
Likewise with multiple resonance imaging, although MRI scans lack radiation side-effects it is 
the degree of sensitivity of these highly sophisticated machines that may detect high rates of 
false positives. Again the contrast between the comprehensive testing regime that is the 
norm in the NHS and that of the private sector is marked. The ethical conclusion regarding 
the profit driven and cost saving drives in the private sector and the potential for human harm 
entailed by these drives is obvious and profound. Humanists traditionally make their 
judgements about the morality of the profit motive in medicine and bioethics, so that 
healthcare is an arena for contested philosophies concerning the human rights of users as 
well as their autonomy and freedom of choice. 
 
DNA profiling is in a fluid state of development. The spread of do it yourself kits increases 
concerns about the lack of supervision and the potential for misinformation and misguidance 
to the point that false or incorrect information arising from the use of this technology may and 
does have serious physical and emotional effects. For example, the right of a child to have 
the option of deciding as an adult whether he or she wants to know or not know about their 
genetic susceptibilities to developing particular diseases is an important concept that should 
be legislated for. It is clearly unsatisfactory that there are stringent trials and evaluations 
before DNA profiling and body imaging services in the NHS but not in the commercial sector. 
Also, there is the ethical consideration of the responsibility for harm, such as inappropriate 
self-medication, as well as the fatalistic belief that there is no point in altering lifestyles, or 
even that on the strength of the predictive information consumers receive that they might 
consider suicide. 



 

 
 
 
Recommendation 8   All UK agencies, companies and healthcare institutions must put 
into place clear ethical guidelines that spell out the human rights and freedom from 
harm of consumers of body imaging and DNA profiling services. 
 
Recommendation 9   Given that the Human Genetics Commission is working on a 
proposal for a Common Framework of Principles for Direct Genetic Tests, the HSS 
calls for this proposal to be implemented internationally. 
 
Recommendation 10.    There must be more stringent regulations imposed on private 
providers, such as: disclosure requirements with labelling rules; voluntary codes of 
conduct or ‘kitemarking’ arrangements; restriction or bans on advertising; tougher 
penalties for breaches of existing rules, and stricter post-market monitoring and 
surveillance.  
 
 
 
 
 
 
             
 
 
 
 
 
 


